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NAS RK s pleased to announce that Bulletin of NAS RK scientific journal has been
accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of Science.
Content in this index is under consideration by Clarivate Analytics to be accepted in the Science
Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities Citation
Index. The quality and depth of content Web of Science offers to researchers, authors,
publishers, and institutions sets it apart from other research databases. The inclusion of Bulletin
of NAS RK in the Emerging Sources Citation Index demonstrates our dedication to providing the
most relevant and influential multidiscipline content to our community.

Kasakcman Pecnybnukacbkl ¥nmmabiK fbiibiM akademusicbl "KP YFA XabapwbiCbl” fbiibIMU XKypHa-
nbiHeiH Web of Science-miH xaHanaHraH Hyckacbl Emerging Sources Citation Index-me uHOekcmeryee
KabblindaHraHbiH xabapnaliobl. byn uHOekcmery 6apbicbiHOa Clarivate Analytics KomnaHUsICbi XypHanobl
o0aH opi the Science Citation Index Expanded, the Social Sciences Citation Index xoHe the Arts &
Humanities Citation Index-ke kabbinday mecerneciH Kapacmbipyda. Web of Science sepmmeyuwinep,
asmopnap, bacnawbinap MeH MeKkemesiepee KOHMeHm mepeHdiai MeH canacbiH ycbiHaobl. KP ¥FA
XabapwebicbiHbiH Emerging Sources Citation Index-ke eHyi 6i30iH KoramMOacmbiK YWiH eH e3eKmi oHe
6edendi mynbmuducyunnuHapibl KOHMeHmke adasndbifbiMbi30bl 6indipedi.

HAH PK coobwaem, ymo Hay4Hbll xypHan «BecmHuk HAH PK» 6b1n npuHsam 0nsi uH0ekcuposaHusi
e Emerging Sources Citation Index, obHoeneHHol sepcuu Web of Science. CodepxxaHue 8 3mom UHOeK-
cuposaHuu Haxodumcsi 8 cmaduu paccmompeHusi komrnaHuel Clarivate Analytics 0ns OanbHelwezo
npuHamus xypHana e the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts
& Humanities Citation Index. Web of Science npednacaem kauyecmeo u 2aiybuHy KOHmMeHma Orns
uccnedoeamenel, asmopos, usdamenel u y4pexdeHul. BknoueHue BecmHuka HAH PK e Emerging
Sources Citation Index demoHCcmpupyem Hawy [pPUBEPXKEHHOCMb K Hauboree akmyarnbHOMY U
enusimesisHoMy MynbmuducyuniuHapHoOMy KOHmeHmy 0515 Hauea2o coobuwecmea.
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THE CHOICE OF PROTECTION STRATEGIES DURING
THE BILINEAR QUALITY GAME ON CYBER SECURITY FINANCING

Abstract. There is developed a model for the module of an intellectualized system for decision-making support
on the cyber security means financing of the information object. The model is based on the toolkit use of the theory
of multi-step games in which the steps are made alternately by the sides of cyber security and attacker. There was
obtained a solution that enables interested parties to evaluate financial strategies for effective cyber security systems
construction in the condition of not complete information about the financial state of the attacking party (hackers).
The model differs from existing approaches by solving a bilinear multi-step quality game with several terminal
surfaces.

In work, there is performed a computational experiment and is given the corresponding results. Confirmed
during the simulation experiment solution takes into account the financial components of cyber security strategies at
any ratio of parameters describing the process of cyber security financing in the condition of information lack about
the financial condition of hackers.

Keywords: objects of informatization, cyber security, multi-step quality game, optimal financing strategies,
decision-making support system.

Introduction. The researches of authors [1] have the information that managers of many organi-
zations and companies do not have a deep understanding of the need to solve the permanent task of
financing cyber security means (CSM) of their information systems and technologies (IST). As a result, in
the condition of increasing amount of cyber threats [2] in combination with the lack of an appropriate
funding strategy in CSM there are appeared situations in which there is a high degree of risk associated
with the loss of important information or its discrediting. In the coming years, successful cyber attacks
will unlikely be the result of one or two technological tools of hacking. Now there is formed a trend
according to which hackers will use many different steps and elements to hack into IST.

Most small and medium-sized companies and organizations are limited to the standard procedure of
IST protection, which in practice are focused on the deployment of antivirus systems and on the
configuration of firewalls. However, we will note that such a strategy of cyber security (CS) (in some
cases caused by limited financial resources from the protection side) may subsequently have a significant
impact on the prospects of being attacked by computer intruders. And even in a situation where the
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allocated budget for CSM is sufficiently large, the problem of evaluating the effectiveness of investment
strategies in cyber security is a difficult task. This, in particular, is due to the ever-changing landscape of
cyber threats and new IST vulnerabilities, and uncertainties in assessing the risks of CSM financing.

According to [3, 4] the main problems faced by companies and organizations at assessing and selec-
ting rational strategies for investing in CSM of the informatization objects (IO) remain: the lack of a
methodology for determining the exact values for risk assessment related to CSM financing; the com-
plexity of the proposed models and methods, in particular their algorithmization and subsequent im-
plementation, for example, in decision-making support systems (DMSS) for the selection of funding
strategies for CSM; the lack of methodology, for evaluation the strategies of the attacking party, for
example, when its financial resource is not limited, etc.

For example, massive DDoS attacks can last several days long [3, 4]. This is an atypical situation for
a protected resource. As it was noted in [3] not each hacker can deal with such massive attacks. In works
[1, 2] there was given the information that daily DDoS attacks of mixed type (UDP-amplification and
SYN-flood) could cost the customer several tens of thousands of dollars.

All this in combination makes the task of continuing the researches in the direction of developing
new methods and models for the selection of rational strategies for CSM financing, particularly for
situations where new cyber threats cause a change in the level of risks for organizations and companies,
and, therefore, lead to the necessity revision of its own financing strategies in the CSM.

The purpose of the article is to develop a model for financing the cyber security system in the
condition of not complete information about the financial state of the attacking party (hackers). It is also
necessary to find sets of preference and optimal financial strategies for protection the information object in
a risk environment.

Literature review. In works [5, 6] it was shown that the current stage of the development of in-
formation systems and technologies is accompanied by a trend of funding increase for hacker attacks. In
particular, the US secret services [7] for several months sought for hackers funding sources who
manipulated the election campaign in the United States. In work [8] it is noted that investing in hacker
groups is one of the priority projects of the DPRK government. At the same time, there are developed the
works in the segment of developing new methods and models for decision-making support on the choice
of strategies for investing in cyber security of various information objects. In work [9] there was shown
that the decision-making on cyber security financing is a constant task. However, the lack of many works
and, in particular of [10, 11], is the lack of realistic recommendations for the development of financing
strategies for the cyber security of 10. In particular, there are no researches suggesting models that take
into account strategies of active financial counteraction to hackers who can attack various 10. A new
direction are the researches devoted to the application of various expert [12] and decision-making support
systems [13, 14] for the selection of financing strategies for cyber security of the IST. The disadvantage of
these researches [15, 16] is the lack of unambiguous modeling results. Most of the models considered in
[13-16] do not allow to find effective recommendations and financing strategies for CSM of complex
information objects. The models proposed in [17, 18] also do not allow to assess the risk of losing finan-
cial resources by the cyber protection side. In work [19] there are proposed the models based on the theory
of games for evaluating the effectiveness of financing in CSM. The authors, however, did not take into
account many factors, for example, the change in the financial components of the attacking party. The
elimination of this disadvantage in previous researches of various authors is possible due to the applica-
tion of methods of the theory of differential and multi-step quality games with several terminal surfaces
[20-22]. This will improve the effectiveness of the forecast calculations from the IO protection side on the
risk assessment of financial losses in the CSM.

Therefore, as the analysis of the performed researches has shown the problem of the further
development of models for DMSS in the tasks of cyber security means financing remains relevant. In
particular, it is necessary to consider situations with incomplete information about the financial state of the
attacking party in the process of finding sets of preference and optimal financial strategies for protection
the information object.

Models and methods. The article continues the research of authors [14, 20, 21], in which the
apparatus of the game theory is used, there are considered two sides: player #1 — an information system
defender (ISD); player #2 is a hacker. Both players use financial resources to achieve their goals [21]. We
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assume that for a given period of time {0,1,...,T } (T is a natural number) the players 1 and 2 have,

respectively, x(0) and y(0) financial resources. There is an interaction of players. This interaction will be
described as a bilinear multi-step game with alternately steps with incomplete information. Unlike the
game with complete information, the first player does not know exactly the initial state of the second
player, but the distribution function of its initial states Fy(-) is known. The steps in such a game are made
alternately. At even moments of time, the first player makes the step, at uneven moments of time the
second player makes the step.

Let = 2n,X(t ), x(+1) — the state of the first player at time ¢, £+1. xf (t), xf (t + 1) — random states
of the second player at time ¢, £+ 1. Then the states of the players at time ¢ +1,¢ + 2 are determined from

x(t+1)=alt) x(2)—ule)- ale)- x(¢); (1)
yf(t +1)= y‘f(l)—s1 u(t) a(t)-x(t); ()
yE(e+2)= o) y* e +1)=vle)- Ble)- y¥ (e +1) 3)
x(t+2)=x(t+1)—S2(t)-V(t)-ﬂ(t)-yg(t+l); 4)
Here u(t), V(t): u(t)e [O,l], V(t)e [0,1]; s, > 0,5, >0.

Let describe the game process.
At time t € {0,2,4,...,2-11} the first player multiplies the value x(t) on the coefficient (rate of

the relations:

change, growth rate) a(t) and choose the value u(l‘) (u(t) € [0,1]) , which determines the amount of the
resource of the first player a(t)~x(t), allocated to the cyber security of IST at time ¢. Then the states of

the players at the moment of time #+1 are determined by the relations (1) and (2). Consequently, the
hacker is forced to allocate for IST hacking the value s, -u(t)-a(t)-x(t) of financial resources. Coef-

ficient s, determines the "effectiveness" of second player investment for the development or purchase of
IST hacking tools of the first player's.
If the condition P(y‘:(t + l) < O)Z D,» (0 <p, < 1) is satisfied, then the first player, using his finan-

cial resources, guarantees the protection of IST with a probability p,. We assume that from the side of the

first player the procedure of CSM financing is completed. Otherwise, the first player continues to finance
CSM.

The hacker makes his step. He acts just like the first player. And then the states of the players are
determined by the relations (3) and (4). If it turns that after hacker’s step the condition

P(x(t+2)> O)< D> (0 <p < 1), will be satisfied, then the attacker damaged the IS with a probability

more than (1 - pl) and the procedure of CSM financing is completed.

The first player tries to find a lot of his initial states, which have the following property. Property: if
the game starts from the initial states, then the first player can ensure the cyber security of his IST by the

selection the control actions u(O),...,u(t) (t =2n) with a probability more than p,. In this case, the

strategy chosen by player 1 prevents the hacker’s damage to the IST with a probability more than (1 - D )
The set of such states will be called the set of preferences of the first player.
Let denote by @ - the set of distribution functions of one-dimensional random variables, by 2n - the

closest natural even numberto 7, T~ = {0,2,...,271} - the set of natural numbers.
Definition. A pure strategy u(.,.,.) of the first player is a function: u(.,.,.): T x R x®— [0,1], such
that u(t,x, F)e[0,1] (F e ®).

That is, the strategy of the first player is a rule that allows the first player on the basis of available
information to determine the value of the financial resource that player 1 allocates for the development or

modernization of CSM. Player 2 chooses his strategy V() on the basis of any information.

— § —
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The aim of the first player is to find a set of preferences, as well as finding his strategies, by applying
of which he will meet the conditions that allow the protection side to finish the financing procedure in
CSM. The strategies of the first player with these properties will be called his optimal strategies. The
formulated game model corresponds according to the classification of the decision-making theory to the
decision-making task under risk conditions. In addition, such a model is a bilinear multi-step quality game
with several terminal surfaces with alternate steps. Finding the sets of preference of the first player and his
optimal strategies depend on a set of parameters.

In order to describe the sets of preference of the first player, you must use two values:

c(0)=inf {c'}, d(0) = inf {d"},
Fo(c')2 Pos Fo(d')2 P
The first player's sets of preference and his optimal strategies are found for 7" =1,3,... We will use the
notation for sets of preference:

VIT (po, P1) — the set of preferences of the first player from which he successfully completes the
CSM financing procedure by the 7' steps.

At T'=1 we have Vll(po) = {x(O): s-a- x(O)Z c(O)}.
Optimal strategy:

1, for s, a-x2c;
u.(1,x,¢)= )
0, otherwise.

Let consider various cases of the game parameters ratio.
Casel. p,=p,.

l.l.a > B.
Let k, € N (the set of natural numbers):

ko ko+1
a o
sl-a-szﬁ(—j , sl-a-sz>(—J then
B B

(o) {x<o>: 01 4] 00| 0

where 7' =2k +1< 2k, +3.
The set

) 00 A0R 012, )0, 70 -

For T'=2k+122k,+7.
Optimal strategy

( ) 1, for s, -a-x=c;
u.\n,x,c)= 6
0, otherwise. ©)

The beam {x(O): x(O)e R,, c(O)e R, c(O): (% ) ﬁ)) x(O)} will be a barrier [22]. It means that

from the states x(O):C(0)> (% . ﬂ)) x(O) it is impossible for the first player to reach the goal with
2

probability p = p,. This beam can be called a stochastic beam of balance for the procedure of CSM IS
financing.
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1.2.a<p.
1.2.1. s,-a-s, <1.
In this case, we will receive VlT(pO,pO)=® for T=2k+1=3.
1.2.2. s,-a-s, >1.
122.1.s5,-B-s,>1.
In this case, we will receive VlT(pO,pO)=® for T=2k+123.
1222.5,-B-s,<1.

In this case, we will receive 1/13(]90, po) = {x(O): c(O) < (%2 ,B)) x(O),c(O) > 8 -a x(O)}.

Optimal strategy

e (n.x.c) = {1, fors, -c'x X 2>c -
0, otherwise.

VlT(pO,pO): D for T =2k+1>5.

Case 2. p, > p,.

In this case, we will receive Vlr(po,p1 ) = Vlr(po, Po )

Case 3. p, < p,.
In this case we will receive V" (po, )2 ) = (po , 2N {x(O) : d(O) < (% _ ,3)) x(O)}.
2

The model proposed in the article was applied in the MathCad environment.
Computational experiment. The aims of the computational experiment: to determine the sets of

strategies of players 1 and 2; to assess the risks that are associated with the loss by the players their
financial resources for IO protection and hacking the cyber security perimeter; to check the adequacy of
the proposed model.

14

121
10_. RS

Th

161

Byl o ©B oo
:

The results of three computational experiments are shown on figure.

TThe n‘ajecgztory of thé hacker
who finances 10 h;acking "

e e e
i IO protection side o

2 25 3 35 4 45 5 55 f 65 7 75 8 85 9 95 10 105 11 115

e results of computational experiments on the choice of rational financial strategies of the informatization object defender

— 10 ——



ISSN 1991-3494 Ne 3.2018

The designations adopted on the figure:

1) the beams of balance are shown in the figure by the lines with round markers;

2) under the beams of balance and above them there are the so-called zones of players' preference. It
is accepted that under the corresponding beams there is a zone of "preference" for IO defender. Above the
beams there is shown the zone of "preference" of the hacker's financial strategies, who tries to overcome
the boundaries (perimeters) of the 10 cyber security;

3) the trajectories of the defender's and hacker's steps are represented by lines with triangular markers
(for the defender the dotted blue line with triangular markers without shading, for the hacker - dotted
green line with triangular markers with a solid color). Accordingly, the trajectories are in the area of
preference of the defender and the hacker.

4) solid lines with square markers show the restrictions imposed on the financial resources of the
defender and the hacker (for the defender square markers without shading, for the hacker - with solid
color).

The solution of the game is given for all cases of the game parameters ratio. Using the game results
we find the optimal behavior of the IO defender in the case when he does not know exactly the state of the
financial resource of the hacker, but only the distribution function of his states is known. Note that such a
situation could arise if the hacker uses his mixed strategy in order to complicate the IO cyber protection.

The discussion of the modeling results.

Computational experiment for the protection side. The game results are shown in blue lines

(trajectory and balance beam). A positive orthant on the plane (x(O), C(O)). is considered. Next, in this
orthant, we consider the set of beams from the point (0,0). These beams are given by the ratio:

1
c= (3.5 - —) - x. These beams specify the set of preferences of the first player (IO defender) for n steps
n

with the probability p,, i.e. it is assumed that p, = p, .
For example, the set V" (po , po) is the set

{(x(o),c(o);x(o),c(o))e R, (3.5_ %n_l))x(0)£0(0)<(3.5— %n)jx(o)}.

At n=1 there will be ;'(p, )= {(x(0),3(0): x(0).c(0)) € R?, 0 < ¢(0) < (2.5)x(0)}.

The beam: C(O) = (3.5) - x(O) will be a beam of the stochastic balance.

Computational experiment for the hacker’s side. The game results are shown in green lines
(trajectory and balance beam). Test calculation 2, for the second player's (hacker's) sets of preference there
is considered the symmetric task for the second player. At the positive orthant, we consider the set of

1
beams from the point (0,0). These beams are given by the ratio: y = (0.8 + —J -c. These beams specify
n

the set of preferences of the second player for n steps. For example, the set V' ( Po» po) is the set

{(c(o), (0): ¢(0), v(0)) € R (o.g Yo 1))c(o) < (0)< (o.g + y(n)jc(o)}.

At n=1 there will be ¥, (p, ) = {(c(0), 3(0): ¢(0), 3(0)) € R?, 0 < ¥(0) < (1.8)c(0)}.

The beam: y(O) =(0.8)- C(O) will be a beam of the stochastic balance.
Computational experiment for equal financial strategies of players. The third test calculation will
correspond to the "movement" along the beam of balance: ¥(0)=(3.5)-¢(0). Here the original task for

the first player is considered.

In the course of the computational experiment, it is shown that our model is capable to provide
effective decision-making support in the sphere of CSM financing. This work continues a number of our
publications [14, 21], in which the theoretical and methodological foundations of DSS design were
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described using a bilinear multi-step quality game with several terminal surfaces. The approach proposed
in the work allowed to eliminate the disadvantages of the earlier versions of the model, since the complete
information on the financial state of the attacking party (hackers) is not taken into account. This
distinguishes our research from the works of other authors [9-12].

The disadvantage of the model revealed during the computational experiment is the fact that the
obtained data of the predictive estimation at choosing financing strategies in the CSM 10 did not always
coincide with the actual data. The maximum deviation of the results of the simulation experiment from
practical data was 8-12%.

Prospects for the development of this research are the further development of the computer model for
the DSS "SSDMI" [14, 21].

Thanks. The work was carried out within the framework of grant financing of the project
AP05132723 "Development of adaptive expert systems in the field of cyber security of critical informa-
tion objects" (Republic of Kazakhstan).

Conclusions. The following results were obtained in the article:

— developed a model for financing the informatization object of cyber security system in the absence
of complete information on the financial state of the attacking party. The model differs from the known
ones by the dynamic programming method that was used to solve the problem with incomplete infor-
mation, which allows to effectively solve problems in which the information content requires the players'
resources, both financial and material;

— conducted a computational experiment. In the course of which it is shown that the proposed model
is capable to provide effective decision-making support in the field of cyber security systems financing of
various informatization objects. The adequacy of the model was confirmed, the maximum deviation of the
results of the computational experiment from practical data was 8-12%.
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KHABEPKAYIIICI3JIIKTI KAPXKBLIAHJIBIPY BOMBIHIIIA
CAITAHBIH BUCBI3bIKThI OMBIHbI BAPBICBIHJIA KOPFAY
CTPATEI'USIJIAPBIH TAHJAY

AHHOTanMsi. AKIapaTTaHslpy OOBEKT YIIIH KHOepKayilci3[iK KypangapblH Kap>KbUIaHABIPY OOWBIHIIA WH-
TEJUTEKTYal bl HIeNIMIepAl Koyay KyHeciHiH Momyii yuIiH mMozaenb a3ipyeHni. Moaens kubGepKayinci3mik jkoHe
Ma0ybUIIIBUIAP TAPANTAPBIHBIH KE3€K-Ke3eK KaOBbUIJaHATHIH KOIl CaTbUIbl OWBIHIAP TEOPHMSCHIHBIH KypajllapblH
naiinananybiHa HerizgenreH. 111a0ypin skacallThIH TapanThlH (XakepiiepZiH) Kap KbUIBIK Kal-Kyii Typabl TOJBIK
aknapar OoynMaraH jKaFaaiina THIMAI KHOepKayinci3/ik )KyHeciH Kypy YIIIH MYJUIeNi TapanTapra Kap>KbUIbIK cTpaTe-
rusIap/bl Oarajgayra MYMKIHZIK OepeTiH miemiMm KaObuiganabl. Mogens OipHelle TepMuHaid OeTTepiMeH camaiibl
OMCBI3BIKTHI KOIDKYPICTI OMBIHAAP/IBI SNy apKbIIbl KOJIIAHBICTAFbI TOCUIIEP/CH epeKIIeNIeHE].

EcenTey skcneprMeHTI OpBIHAQIIBI JKOHE THICTI HOTHIKENEp >KYMBICTa KOpCeTireH., MMuranusiay skcre-
pUMeEHTI OapbIChIHIIA pacTalFaH, XaKepiepIiH Kap KbUIBbIK XKarIaibl Typassl akmapaT OojMaraH JKarnaijga, kuoep-
KayillCi3fiK KypajlapblH Kap)KbUIaHABIPY YAEpICIH CHUMATTaWThIH, MapameTpiepliH Ke3-KelreH KaThIHACBIH/AA
KnOepKayilci3iK cTpaTerHsaChIHBIH KAp>KbUIBIK KOMITOHEHTTEPIHIH IISIIIMIH €CeIke aTyaAbl KAMTHIbIL.

Tyiiin ce3aep: aknaparranblpy 00beKTiIepl, KNOEPKAYINCI3iK, canaibl KOIDKYPICTi OWBIH, OHTAMIbI KapXKbl-
JIaHIBIPY CTPATETUsChl, MeMiMAep I Koyaay Kykeci.
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BBIBOP CTPATEI'WH 3AIIIATHI B XOJAE BUJIMHEHHOM UT'PhI KAYECTBA
IO ®PUHAHCUPOBAHHIO KUBEPBE3OITACHOCTH

AnHoTanusi. CTaThsl COAEPKUT PE3yNbTaThl CPABHUTEIBHOTO aHANIM3a MPEALIECTBYIOIINX HCCIEIOBAaHUH B
obiactu knbepOe3omacHOCTH WHPOPMANNOHHO-KOMMYHHKAIIMOHHBIX CHUCTEM TPAaHCHOPTA. AHAmu3 BHINOJHEH B
KOHTEKCTE pemracMoi NMpoOJIeMbl JAIBHEHIIEro pa3BUTHs METOJOB M MOZEICH paclio3HaBaHMS KHOEpYyrpos3, aHo-
Malui M aTak, HalpaBJCHHBIX IPOTHB WH(POPMANNOHHO-KOMMYHHMKAIIHOHHBIX CHCTEM TpAaHCIOPTa, a TaKke
OLIEHMBAHMS PUCKOB Il MH(OpMAaIMOHHOI 0€30MacHOCTH TPaHCHOPTHOW OTPACIM KaK OJHOW M3 COCTaBIISIOIINX
KPUTHYECKH BakHOW HMH(]pacTpykTypsl PecrryOnmmkm KazaxcraH. AKTyalbHOCTH 3aJadd TaK)Ke BbI3BaHA (OPMH-
POBaHHEM €IMHON WH(POPMALNOHHO-KOMMYHHUKAIIMOHHOHN Cpelsl TpaHCIIOpTHOU oTpaciu KazaxcraHa, BHEAPEHHEM
HOBBIX W MOJIEPHHU3AIMCH CYIIECTBYIOINX MH(GOPMAIIMOHHBIX CHCTEM Ha TPAHCIIOPTE B YCIOBHUSX YBEJIMYEHHS KO-
JIMYecTBa JecTa0MIN3HPYIOMNX BO3ICHCTBIN HA JOCTYITHOCTD, KOH(HICHINAIBHOCTD U IIETOCTHOCTh HH(pOpManny.
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