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NAS RK is pleased to announce that Bulletin of NAS RK scientific journal has been 

accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of Science. 
Content in this index is under consideration by Clarivate Analytics to be accepted in the Science 
Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities Citation 
Index. The quality and depth of content Web of Science offers to researchers, authors, 
publishers, and institutions sets it apart from other research databases. The inclusion of Bulletin 
of NAS RK in the Emerging Sources Citation Index demonstrates our dedication to providing the 
most relevant and influential multidiscipline content to our community. 

 
 
Қазақстан Республикасы Ұлттық ғылым академиясы "ҚР ҰҒА Хабаршысы" ғылыми журна-

лының Web of Science-тің жаңаланған нұсқасы Emerging Sources Citation Index-те индекстелуге 
қабылданғанын хабарлайды. Бұл индекстелу барысында Clarivate Analytics компаниясы журналды 
одан əрі the Science Citation Index Expanded, the Social Sciences Citation Index жəне the Arts & 
Humanities Citation Index-ке қабылдау мəселесін қарастыруда. Web of Science зерттеушілер, 
авторлар, баспашылар мен мекемелерге контент тереңдігі мен сапасын ұсынады. ҚР ҰҒА 
Хабаршысының Emerging Sources Citation Index-ке енуі біздің қоғамдастық үшін ең өзекті жəне 
беделді мультидисциплинарлы контентке адалдығымызды білдіреді.  

 
 
НАН РК сообщает, что научный журнал «Вестник НАН РК» был принят для индексирования 

в Emerging Sources Citation Index, обновленной версии Web of Science. Содержание в этом индек-
сировании находится в стадии рассмотрения компанией Clarivate Analytics для дальнейшего 
принятия журнала в the Science Citation Index Expanded, the Social Sciences Citation Index и the Arts 
& Humanities Citation Index. Web of Science предлагает качество и глубину контента для 
исследователей, авторов, издателей и учреждений. Включение Вестника НАН РК в Emerging 
Sources Citation Index демонстрирует нашу приверженность к наиболее актуальному и 
влиятельному мультидисциплинарному контенту для нашего сообщества. 
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THE CHOICE OF PROTECTION STRATEGIES DURING  
THE BILINEAR QUALITY GAME ON CYBER SECURITY FINANCING  

 
Abstract. There is developed a model for the module of an intellectualized system for decision-making support 

on the cyber security means financing of the information object. The model is based on the toolkit use of the theory 
of multi-step games in which the steps are made alternately by the sides of cyber security and attacker. There was 
obtained a solution that enables interested parties to evaluate financial strategies for effective cyber security systems 
construction in the condition of not complete information about the financial state of the attacking party (hackers). 
The model differs from existing approaches by solving a bilinear multi-step quality game with several terminal 
surfaces. 

In work, there is performed a computational experiment and is given the corresponding results. Confirmed 
during the simulation experiment solution takes into account the financial components of cyber security strategies at 
any ratio of parameters describing the process of cyber security financing in the condition of information lack about 
the financial condition of hackers. 

Keywords: objects of informatization, cyber security, multi-step quality game, optimal financing strategies, 
decision-making support system. 

 
Introduction. The researches of authors [1] have the information that managers of many organi-

zations and companies do not have a deep understanding of the need to solve the permanent task of 
financing cyber security means (CSM) of their information systems and technologies (IST). As a result, in 
the condition of increasing amount of cyber threats [2] in combination with the lack of an appropriate 
funding strategy in CSM there are appeared situations in which there is a high degree of risk associated 
with the loss of important information or its discrediting. In the coming years, successful cyber attacks 
will unlikely be the result of one or two technological tools of hacking. Now there is formed a trend 
according to which hackers will use many different steps and elements to hack into IST. 

Most small and medium-sized companies and organizations are limited to the standard procedure of 
IST protection, which in practice are focused on the deployment of antivirus systems and on the 
configuration of firewalls. However, we will note that such a strategy of cyber security (CS) (in some 
cases caused by limited financial resources from the protection side) may subsequently have a significant 
impact on the prospects of being attacked by computer intruders. And even in a situation where the 
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allocated budget for CSM is sufficiently large, the problem of evaluating the effectiveness of investment 
strategies in cyber security is a difficult task. This, in particular, is due to the ever-changing landscape of 
cyber threats and new IST vulnerabilities, and uncertainties in assessing the risks of CSM financing. 

According to [3, 4] the main problems faced by companies and organizations at assessing and selec-
ting rational strategies for investing in CSM of the informatization objects (IO) remain: the lack of a 
methodology for determining the exact values for risk assessment related to CSM financing; the com-
plexity of the proposed models and methods, in particular their algorithmization and subsequent im-
plementation, for example, in decision-making support systems (DMSS) for the selection of funding 
strategies for CSM; the lack of methodology, for evaluation the strategies of the attacking party, for 
example, when its financial resource is not limited, etc. 

For example, massive DDoS attacks can last several days long [3, 4]. This is an atypical situation for 
a protected resource. As it was noted in [3] not each hacker can deal with such massive attacks. In works 
[1, 2] there was given the information that daily DDoS attacks of mixed type (UDP-amplification and 
SYN-flood) could cost the customer several tens of thousands of dollars. 

All this in combination makes the task of continuing the researches in the direction of developing 
new methods and models for the selection of rational strategies for CSM financing, particularly for 
situations where new cyber threats cause a change in the level of risks for organizations and companies, 
and, therefore, lead to the necessity revision of its own financing strategies in the CSM. 

The purpose of the article is to develop a model for financing the cyber security system in the 
condition of not complete information about the financial state of the attacking party (hackers). It is also 
necessary to find sets of preference and optimal financial strategies for protection the information object in 
a risk environment. 

Literature review. In works [5, 6] it was shown that the current stage of the development of in-
formation systems and technologies is accompanied by a trend of funding increase for hacker attacks. In 
particular, the US secret services [7] for several months sought for hackers funding sources who 
manipulated the election campaign in the United States. In work [8] it is noted that investing in hacker 
groups is one of the priority projects of the DPRK government. At the same time, there are developed the 
works in the segment of developing new methods and models for decision-making support on the choice 
of strategies for investing in cyber security of various information objects. In work [9] there was shown 
that the decision-making on cyber security financing is a constant task. However, the lack of many works 
and, in particular of [10, 11], is the lack of realistic recommendations for the development of financing 
strategies for the cyber security of IO. In particular, there are no researches suggesting models that take 
into account strategies of active financial counteraction to hackers who can attack various IO. A new 
direction are the researches devoted to the application of various expert [12] and decision-making support 
systems [13, 14] for the selection of financing strategies for cyber security of the IST. The disadvantage of 
these researches [15, 16] is the lack of unambiguous modeling results. Most of the models considered in 
[13-16] do not allow to find effective recommendations and financing strategies for CSM of complex 
information objects. The models proposed in [17, 18] also do not allow to assess the risk of losing finan-
cial resources by the cyber protection side. In work [19] there are proposed the models based on the theory 
of games for evaluating the effectiveness of financing in CSM. The authors, however, did not take into 
account many factors, for example, the change in the financial components of the attacking party. The 
elimination of this disadvantage in previous researches of various authors is possible due to the applica-
tion of methods of the theory of differential and multi-step quality games with several terminal surfaces 
[20-22]. This will improve the effectiveness of the forecast calculations from the IO protection side on the 
risk assessment of financial losses in the CSM. 

Therefore, as the analysis of the performed researches has shown the problem of the further 
development of models for DMSS in the tasks of cyber security means financing remains relevant. In 
particular, it is necessary to consider situations with incomplete information about the financial state of the 
attacking party in the process of finding sets of preference and optimal financial strategies for protection 
the information object. 

Models and methods. The article continues the research of authors [14, 20, 21], in which the 
apparatus of the game theory is used, there are considered two sides: player #1 – an information system 
defender (ISD); player #2 is a hacker. Both players use financial resources to achieve their goals [21]. We 
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assume that for a given period of time  T,...,1,0  (T is a natural number) the players 1 and 2 have, 
respectively, x(0) and y(0) financial resources. There is an interaction of players. This interaction will be 
described as a bilinear multi-step game with alternately steps with incomplete information. Unlike the 
game with complete information, the first player does not know exactly the initial state of the second 
player, but the distribution function of its initial states F0() is known. The steps in such a game are made 
alternately. At even moments of time, the first player makes the step, at uneven moments of time the 
second player makes the step. 

Let  ,,2 txnt   x(t+1) – the state of the first player at time t, 1t .    1, 22 txtx   – random states 

of the second player at time t, 1t . Then the states of the players at time 2,1  tt  are determined from 
the relations:  

           ;1 txttutxttx                                                  (1) 

         ;11 1 txttusyty                                                 (2) 

           ;112  tytttytty                                       (3) 

           ;112 2  tytttstxtx                                        (4) 

Here             .0,0;1,0,1,0:, 21  ssttuttu   

Let describe the game process. 
At time  nt  2,...,4,2,0  the first player multiplies the value  tx  on the coefficient (rate of 

change, growth rate)  t  and choose the value  tu      1,0tu , which determines the amount of the 

resource of the first player    ,txt   allocated to the cyber security of IST at time t. Then the states of 

the players at the moment of time 1t  are determined by the relations (1) and (2). Consequently, the 

hacker is forced to allocate for IST hacking the value      txttus  1  of financial resources. Coef-

ficient 1s  determines the "effectiveness" of second player investment for the development or purchase of 
IST hacking tools of the first player's. 

If the condition     10,01  oo pptyP   is satisfied, then the first player, using his finan-

cial resources, guarantees the protection of IST with a probability 0p . We assume that from the side of the 

first player the procedure of CSM financing is completed. Otherwise, the first player continues to finance 
CSM.  

The hacker makes his step. He acts just like the first player. And then the states of the players are 
determined by the relations (3) and (4). If it turns that after hacker’s step the condition 

    10,02 11  pptxP , will be satisfied, then the attacker damaged the IS with a probability 

more than  11 p  and the procedure of CSM financing is completed. 
The first player tries to find a lot of his initial states, which have the following property. Property: if 

the game starts from the initial states, then the first player can ensure the cyber security of his IST by the 
selection the control actions      nttuu 2,...,0   with a probability more than 0p . In this case, the 

strategy chosen by player 1 prevents the hacker’s damage to the IST with a probability more than  11 p . 
The set of such states will be called the set of preferences of the first player. 

Let denote by   - the set of distribution functions of one-dimensional random variables, by n2  - the 

closest natural even number to T ,  nT 2,...,2,0*   - the set of natural numbers. 

Definition. A pure strategy  .,.,.u  of the first player is a function:  .,.,.u :  ,1,0*  RT such 

that       FFxtu ,1,0,, . 
That is, the strategy of the first player is a rule that allows the first player on the basis of available 

information to determine the value of the financial resource that player 1 allocates for the development or 
modernization of CSM. Player 2 chooses his strategy  .  on the basis of any information. 
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The aim of the first player is to find a set of preferences, as well as finding his strategies, by applying 
of which he will meet the conditions that allow the protection side to finish the financing procedure in 
CSM. The strategies of the first player with these properties will be called his optimal strategies. The 
formulated game model corresponds according to the classification of the decision-making theory to the 
decision-making task under risk conditions. In addition, such a model is a bilinear multi-step quality game 
with several terminal surfaces with alternate steps. Finding the sets of preference of the first player and his 
optimal strategies depend on a set of parameters. 

In order to describe the sets of preference of the first player, you must use two values: 

       ,'inf0,'inf0 ddcc   

    .',' 1000 pdFpcF   

The first player's sets of preference and his optimal strategies are found for ,...3,1T We will use the 
notation for sets of preference: 

 101 , ppV T  – the set of preferences of the first player from which he successfully completes the 

CSM financing procedure by the T  steps. 

At 1T  we have         .00:0 10
1

1 cxsxpV    

Optimal strategy: 

 


 


.,0

;,1
,,1 1

* otherwise

cxsfor
cxu


                                                  (5) 

Let consider various cases of the game parameters ratio.  
Case 1.  .10 pp    

1.1. .   

Let Nk 0 (the set of natural numbers):  
1
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11001 xscxscxppV
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where .3212 0  kkT  

The set 

              ,00;00:0,
2

1

100
2

1

0

0






























 xscxscxppV

k

sk





    ., 001 ppV T  

For 7212 0  kkT . 

Optimal strategy  

 


 


.,0

;,1
,, 1

* otherwise

cxsfor
cxnu


                                                  (6) 

The beam            















  000,0:0
2

xscRcRxx 
  will be a barrier [22]. It means that 

from the states        00:0
2

xscx 






 
  it is impossible for the first player to reach the goal with 

probability .0pp   This beam can be called a stochastic beam of balance for the procedure of CSM IS 

financing. 
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1.2. .   

1.2.1. .121  ss   

In this case, we will receive   001 , ppV T  for .312  kT  

1.2.2. .121  ss    

1.2.2.1. .121  ss   

In this case, we will receive   001 , ppV T  for .312  kT  

1.2.2.2. .121  ss    

In this case, we will receive               .00,00:0, 1
2

00
3

1 





 







 xscxscxppV 
  

Optimal strategy  

 


 


.,0

;,1
,, 1

* otherwise

cxsfor
cxnu


                                                    (7) 

  001 , ppV T  for .512  kT  

Case 2. .10 pp    

In this case, we will receive    .,, 001101 ppVppV TT   

Case 3. .10 pp    

In this case we will receive             .00:0,,
2

001101 














 xsdxppVppV TT


  

The model proposed in the article was applied in the MathCad environment. 
Computational experiment. The aims of the computational experiment: to determine the sets of 

strategies of players 1 and 2; to assess the risks that are associated with the loss by the players their 
financial resources for IO protection and hacking the cyber security perimeter; to check the adequacy of 
the proposed model. 

The results of three computational experiments are shown on figure. 
 

 
 

The results of computational experiments on the choice of rational financial strategies of the informatization object defender 
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The designations adopted on the figure: 
1) the beams of balance are shown in the figure by the lines with round markers; 
2) under the beams of balance and above them there are the so-called zones of players' preference. It 

is accepted that under the corresponding beams there is a zone of "preference" for IO defender. Above the 
beams there is shown the zone of "preference" of the hacker's financial strategies, who tries to overcome 
the boundaries (perimeters) of the IO cyber security; 

3) the trajectories of the defender's and hacker's steps are represented by lines with triangular markers 
(for the defender the dotted blue line with triangular markers without shading, for the hacker - dotted 
green line with triangular markers with a solid color). Accordingly, the trajectories are in the area of 
preference of the defender and the hacker. 

4) solid lines with square markers show the restrictions imposed on the financial resources of the 
defender and the hacker (for the defender square markers without shading, for the hacker - with solid 
color). 

The solution of the game is given for all cases of the game parameters ratio. Using the game results 
we find the optimal behavior of the IO defender in the case when he does not know exactly the state of the 
financial resource of the hacker, but only the distribution function of his states is known. Note that such a 
situation could arise if the hacker uses his mixed strategy in order to complicate the IO cyber protection. 

The discussion of the modeling results. 
Computational experiment for the protection side. The game results are shown in blue lines 

(trajectory and balance beam). A positive orthant on the plane     .0,0 cx  is considered. Next, in this 
orthant, we consider the set of beams from the point (0,0). These beams are given by the ratio: 

.
1

5.3 x
n

c 





   These beams specify the set of preferences of the first player (IO defender) for n steps 

with the probability 0p , i.e. it is assumed that 10 pp  . 

For example, the set  001 , ppV T  is the set  

                   .015.3001
15.3,0,0:0,0 2







 





 







  xncxnRcxcx  

At 1n  there will be                  05.200,0,0:0,0 2
0

1
1 xcRcxyxpV   .  

The beam:      05.30 xc   will be a beam of the stochastic balance.  
Computational experiment for the hacker’s side. The game results are shown in green lines 

(trajectory and balance beam). Test calculation 2, for the second player's (hacker's) sets of preference there 
is considered the symmetric task for the second player. At the positive orthant, we consider the set of 

beams from the point (0,0). These beams are given by the ratio: .
1

8.0 с
n

y 





   These beams specify 

the set of preferences of the second player for n steps. For example, the set  002 , ppV n  is the set 

                   .018.0001
18.0,0,0:0,0 2







 





 







  cnycnRyсyc  

At 1n  there will be                  08.100,0,0:0,0 2
0

1
2 сyRycyсpV   .  

The beam:      08.00 cy   will be a beam of the stochastic balance.  
Computational experiment for equal financial strategies of players. The third test calculation will 

correspond to the "movement" along the beam of balance:      05.30 сy  . Here the original task for 
the first player is considered. 

In the course of the computational experiment, it is shown that our model is capable to provide 
effective decision-making support in the sphere of CSM financing. This work continues a number of our 
publications [14, 21], in which the theoretical and methodological foundations of DSS design were 
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described using a bilinear multi-step quality game with several terminal surfaces. The approach proposed 
in the work allowed to eliminate the disadvantages of the earlier versions of the model, since the complete 
information on the financial state of the attacking party (hackers) is not taken into account. This 
distinguishes our research from the works of other authors [9-12]. 

The disadvantage of the model revealed during the computational experiment is the fact that the 
obtained data of the predictive estimation at choosing financing strategies in the CSM IO did not always 
coincide with the actual data. The maximum deviation of the results of the simulation experiment from 
practical data was 8-12%. 

Prospects for the development of this research are the further development of the computer model for 
the DSS "SSDMI" [14, 21]. 

Thanks. The work was carried out within the framework of grant financing of the project 
AP05132723 "Development of adaptive expert systems in the field of cyber security of critical informa-
tion objects" (Republic of Kazakhstan). 

Conclusions. The following results were obtained in the article: 
– developed a model for financing the informatization object of cyber security system in the absence 

of complete information on the financial state of the attacking party. The model differs from the known 
ones by the dynamic programming method that was used to solve the problem with incomplete infor-
mation, which allows to effectively solve problems in which the information content requires the players' 
resources, both financial and material; 

– conducted a computational experiment. In the course of which it is shown that the proposed model 
is capable to provide effective decision-making support in the field of cyber security systems financing of 
various informatization objects. The adequacy of the model was confirmed, the maximum deviation of the 
results of the computational experiment from practical data was 8-12%. 
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КИБЕРҚАУІПСІЗДІКТІ ҚАРЖЫЛАНДЫРУ БОЙЫНША  
САПАНЫҢ БИСЫЗЫҚТЫ ОЙЫНЫ БАРЫСЫНДА ҚОРҒАУ  

СТРАТЕГИЯЛАРЫН ТАҢДАУ 
 

Аннотация. Ақпараттандыру объект үшін киберқауіпсіздік құралдарын қаржыландыру бойынша ин-
теллектуалды шешімдерді қолдау жүйесінің модулі үшін модель əзірленді. Модель киберқауіпсіздік жəне 
шабуылшылар тараптарының кезек-кезек қабылданатын көп сатылы ойындар теориясының құралдарын 
пайдалануына негізделген. Шабуыл жасайтын тараптың (хакерлердің) қаржылық жай-күйі туралы толық 
ақпарат болмаған жағдайда тиімді киберқауіпсіздік жүйесін құру үшін мүдделі тараптарға қаржылық страте-
гияларды бағалауға мүмкіндік беретін шешім қабылданды. Модель бірнеше терминал беттерімен сапалы 
бисызықты көпжүрісті ойындарды шешу арқылы қолданыстағы тəсілдерден ерекшеленеді.  

Есептеу эксперименті орындалды жəне тиісті нəтижелер жұмыста көрсетілген., Имитациялау экспе-
рименті барысында расталған, хакерлердің қаржылық жағдайы туралы ақпарат болмаған жағдайда, кибер-
қауіпсіздік құралдарын қаржыландыру үдерісін сипаттайтын, параметрлердің кез-келген қатынасында 
киберқауіпсіздік стратегиясының қаржылық компоненттерінің шешімін есепке алуды қамтиды.  

Түйін сөздер: ақпараттандыру объектілері, киберқауіпсіздік, сапалы көпжүрісті ойын, оңтайлы қаржы-
ландыру стратегиясы, шешімдерді қолдау жүйесі.  
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ВЫБОР СТРАТЕГИЙ ЗАЩИТЫ В ХОДЕ БИЛИНЕЙНОЙ ИГРЫ КАЧЕСТВА  

ПО ФИНАНСИРОВАНИЮ КИБЕРБЕЗОПАСНОСТИ 
  
Аннотация. Статья содержит результаты сравнительного анализа предшествующих исследований в 

области кибербезопасности информационно-коммуникационных систем транспорта. Анализ выполнен в 
контексте решаемой проблемы дальнейшего развития методов и моделей распознавания киберугроз, ано-
малий и атак, направленных против информационно-коммуникационных систем транспорта, а также 
оценивания рисков для информационной безопасности транспортной отрасли как одной из составляющих 
критически важной инфраструктуры Республики Казахстан. Актуальность задачи также вызвана форми-
рованием единой информационно-коммуникационной среды транспортной отрасли Казахстана, внедрением 
новых и модернизацией существующих информационных систем на транспорте в условиях увеличения ко-
личества дестабилизирующих воздействий на доступность, конфиденциальность и целостность информации.  

Ключевые слова: информационно-коммуникационные системы, информационная безопасность, крити-
чески важные компьютерные системы, система защиты информации, системы обнаружения кибератак. 
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