
ISSN 2518-1467 (Online),  
ISSN 1991-3494 (Print) 

 
ҚАЗАҚСТАН РЕСПУБЛИКАСЫ 

ҰЛТТЫҚ ҒЫЛЫМ АКАДЕМИЯСЫНЫҢ 

 

Х А Б А Р Ш Ы С Ы 

 

ВЕСТНИК 
 

НАЦИОНАЛЬНОЙ АКАДЕМИИ НАУК 
РЕСПУБЛИКИ КАЗАХСТАН 

THE BULLETIN
 

OF THE NATIONAL ACADEMY OF SCIENCES 
OF THE REPUBLIC OF KAZAKHSTAN

 
 
 
 

1944 ЖЫЛДАН ШЫҒА БАСТАҒАН 
ИЗДАЕТСЯ С 1944 ГОДА 
PUBLISHED SINCE 1944 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

АЛМАТЫ                                                                                                                                         ҚАРАША 
АЛМАТЫ                                                                         2018                                                       НОЯБРЬ 
ALMATY                                                                                                                                       NOVEMBER 



Вестник Национальной академии наук Республики Казахстан 
  

   
2  

 
 
 

 
 
 
NAS RK is pleased to announce that Bulletin of NAS RK scientific journal has been 

accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of Science. 
Content in this index is under consideration by Clarivate Analytics to be accepted in the Science 
Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities Citation 
Index. The quality and depth of content Web of Science offers to researchers, authors, 
publishers, and institutions sets it apart from other research databases. The inclusion of Bulletin 
of NAS RK in the Emerging Sources Citation Index demonstrates our dedication to providing the 
most relevant and influential multidiscipline content to our community. 

 
 
Қазақстан Республикасы Ұлттық ғылым академиясы "ҚР ҰҒА Хабаршысы" ғылыми журна-

лының Web of Science-тің жаңаланған нұсқасы Emerging Sources Citation Index-те индекстелуге 
қабылданғанын хабарлайды. Бұл индекстелу барысында Clarivate Analytics компаниясы журналды 
одан əрі the Science Citation Index Expanded, the Social Sciences Citation Index жəне the Arts & 
Humanities Citation Index-ке қабылдау мəселесін қарастыруда. Web of Science зерттеушілер, 
авторлар, баспашылар мен мекемелерге контент тереңдігі мен сапасын ұсынады. ҚР ҰҒА 
Хабаршысының Emerging Sources Citation Index-ке енуі біздің қоғамдастық үшін ең өзекті жəне 
беделді мультидисциплинарлы контентке адалдығымызды білдіреді.  

 
 
НАН РК сообщает, что научный журнал «Вестник НАН РК» был принят для индексирования 

в Emerging Sources Citation Index, обновленной версии Web of Science. Содержание в этом индек-
сировании находится в стадии рассмотрения компанией Clarivate Analytics для дальнейшего 
принятия журнала в the Science Citation Index Expanded, the Social Sciences Citation Index и the Arts 
& Humanities Citation Index. Web of Science предлагает качество и глубину контента для 
исследователей, авторов, издателей и учреждений. Включение Вестника НАН РК в Emerging 
Sources Citation Index демонстрирует нашу приверженность к наиболее актуальному и 
влиятельному мультидисциплинарному контенту для нашего сообщества. 
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HIGH SPEED DEVICE FOR MODULAR REDUCTION 
 

Abstract. It points to the advantages of hardware implementation of encryption. Hardware implementation of 
cryptosystems allows to increase their speed. But the low-speed of asymmetric cryptosystems, in comparison with 
symmetric cryptosystems, even with hardware implementation limits their application. The most used asymmetric 
crypto algorithm is the RSA encryption algorithm. Modular reduction is a time-critical operation that slows down the 
implementation of the RSA algorithm. The structure of a fast modular reduction device is proposed, in which a 
modified division method with a shift of the remainders by two bit positions to the left is used. This allows to speed 
up the receipt of the remainder twice. 

Keywords: hardware encryption, asymmetric cryptoalgorithms, modular reduction. 
 
Introduction. Cryptographic methods of information protection are indispensable in the transfer of 

confidential information through communication channels, establishing the authenticity of transmitted 
messages, storing information on storage media. Hardware implementation of cryptographic algorithms 
allows you to perform data encryption much faster and safer than software implementation. The 
development of modern microelectronics allows you to place the cryptoprocessor on a single chip [1-3]. 

Specialized hardware devices of cryptographic protection are not only more reliable and productive in 
comparison with software encryption. The list of advantages of hardware encoders that realize both 
symmetric and asymmetric crypto algorithms is much wider [4]. 

In practical implementation, the problem of high-speed symmetric cryptosystems (systems with a 
secret key) is the problem of key distribution. To solve this problem, asymmetric cryptosystems (two-key 
systems with a public key) were proposed. Asymmetric cryptosystems, in comparison with symmetric 
cryptosystems, have a lower speed, but there is no problem of transferring and confirming the authenticity 
of secret keys. Cryptography with public keys is better corresponds for key management and for protocols. 

Algorithm of RSA encryption. From asymmetric cryptoalgorithms, the RSA encryption algorithm 
(Rivest, Shamir and Adleman, 1978), which is based on an irreversible transformation (decomposition of 
large numbers into prime factors), is most widely used in practice. RSA is part of ISO 9796, it is used as a 
public key encryption standard in the banking sector of France and Austria. Currently, the RSA algorithm 
is used in many protocols and programs, including: 

– the S/MIME (Secure/Multipurpose Internet Mail Extensions) application layer protocol for 
encrypting and signing in e-mail using a public key; 

– the SSH application layer protocol, in which the algorithms for the digital signature of RSA (DSA) 
is used for server authentication; 

– the TLS (Transport Layer Security) presentation layer protocol and its predecessor SSL (Secure 
Sockets Layer), which are the basis of HTTPS (Hyper Text Transfer Protocol Secure); 

– a set of IPSec (IP Security) network layer protocols, including authentication, integrity check and 
encryption of IP packets; 



Вестник Н
 

– the 
– the 

operations
data encry

– a fa
exchange o

There
Hard

necessary 
operation 
realized th
performan
them is th
number by

Theor
class of co
high-speed
plementati
ding RSA.

There
[5-10]. Wh
device stru

In the
these valu
least posit
increasing
of the orde
of RSA.  

The s
binary num
summed if
carried ou

ሺ ሺ2
ିଵ


effect on th
The th

which lead
possible to

Devic
reduction o
either tripl
that shifted
number A 

The b
module are
comparato
performed 
In the add

or ri = 4ri-1

A fun
The d

by two bi
calculating

Национальной

STT (Statele
PGP (Pretty

s for messag
yption on stor
amily of stan
on the Intern
efore, many s
dware soluti

to develop 
of the RSA 

hrough multi
nce of public
he modular r
y the module
retical and p
omputing sy
d hardware s
ion of asym
. 
e are many 
hen using the
uctures of mo
e first type of
ues are simul
tive remaind
 values of A
er of 10309, w

second type 
mber (2i) from
f the coeffici
ut successive
݉݀	ܲሻܣሻ݉
he speed of t
hird type of 
ds to a wide
o obtain vario
ce structure
of a number 
led (3p) or d
d by two bit 
by the n-bit 

binary repres
e precomput

ors with the 
in order to c
er all operat

1+ +1 is d

nctional diagr
device consis
it positions t
g the ones' co

й академии на
 

ess Transpor
y Good Priva
ges, files and
rage devices

ndards PKCS
net using PKI
studies are fo
ions for mod
fast-acting b
algorithm i

iplication, sq
c key crypto
reduction op
e P, and the d
practical que
stems are w
solution of t

mmetric cryp

different me
e binary (usu
odular reduc
f devices blo
ltaneously (i
der Ci=A-P*
A and P, the 
which makes

of devices u
m division b
ients of the c
ely on K-1 m

Sequ .ܲ	݀݉
the device.  
devices uses

e variety of s
ous device st
e for modul
with a shift 

doubled (2p) 
positions to 
module P tw

sentation (2р
ted. Then, pr
values 3p, 2

compute the v
ions are perf

determined an

ram of such 
sts of a (2n+
to the left, t
omplement o

аук Республи

rt Tunneling)
acy) program
d other infor
, for example

S (Public Key
I (Public Key
ocused at imp
dular reduc

blocks of har
s the modul
quaring and 
osystems is t
peration, sinc
division oper
estions of hi

well develope
the modular 
toalgorithms

ethods of ca
ual) represen
tion dependi

ocks of forma
in parallel) s

*i is the resu
complexity o

s it impossibl

uses the meth
by module P
orresponding

modulo adde

uential summ

s various mo
structures. W
tructures, on
lar reductio
of the remai
or single va
the left. Thi

wice. 
р and 3р) and
revious rema
2p, p and it 
value of the n
formed in th

nd formed. 

a device is s
+2)-bit registe
the register 

of the tripled 

ки Казахста

   
148  

) tunneling pr
m that allows 
rmation prese
e, on a hard d
y Cryptograp
y Infrastructu
proving the p
ction. To de
rdware impl
lar exponent
modular red

the accelerat
ce it is the c
ation is the m
igh-speed int
ed, which ca
reduction op

s that use th

alculating th
ntation of inte
ing on the pr
ation of mult
subtracted fr
ult [11]. Th
of circuits an
le to use this

hod of formi
. The calcula
g weights of 
ers P [12]. I

mation on K

odified metho
When divisio
e of which is
on. In this p
inder to the l
alue of the m
is allows to a

d ones' comp
ainder ri-1 mu

is determin
next remainde
he two's comp

hown in figu
er RgA, whe
RgP for sto
module valu

н 

rotocol for n
you to perfo
ented in elec
disk; 
phy Standard
ure). 
performance

evelop a high
lementation 
iation of int

duction. One
tion of these
calculation o
most complex
teger multip
nnot be said
peration is a
he modular 

he remainder
egers, it is p

rinciple of rem
tiple module
rom the redu
his type of d
nd hardware
s type of dev

ing the rema
ated remaind
f the number 
It is implem

K-1 adders fo

ods of a mac
on is used wi
s given in [13
paper, we c
left. At each 
module (p) is
accelerate th

plement (2̅
ultiplied by th
ed which of
er ri: ri = 4ri-1

plement, so 

ure 1. 
ere the reduc
oring the n-b
ue  (by su

network virtu
orm encryptio
ctronic form

ds) designed

e of crypto-al
h-speed RSA
of algorithm
tegers (axmo
e of the appr
e operations.
of the remain
x of the arith

pliers and qu
d about the m
a key proble
exponentiati

r when divid
ossible to di
mainder form
s P*i (i = 1, 
ucible numb
device has a
 costs increa

vice in the pr

ainders (ri) o
ders modulo 
Ai are equal 
ented by the

or large digi

chine algorit
ith a divisor
3]. 
onsider a de
step of the c

s subtracted 
he calculation

of t (̅3	݀݊ܽ
he four, i.e. 4
f the followi
1 –p, or ri = 4
ri = 4ri-1+ +

ible number 
bit module P
umming  

ualization; 
on and digita

m, including 

d for secure i

lgorithm RSA
A cryptoproc
m operations.

d p). This o
roaches to im
 The most c
nder from d
hmetic opera
uadrants for 
modular redu
m in the har
ion of numb

ding by the 
stinguish thr
mation. 
3, ..., k) are 
er A on K a

a high speed
ase. RSA use
ractical impl

f the bit wei
2i (i = 0, 1, 
to 1. The su

e formula: А

its (k-1) has 

thm for binar
r shift to the

evice for fa
calculation, t
from the rem
n of reducing

the doubled 
4ri-1 is comp
ing operation

4ri-1 –2p, or ri

+1, or ri = 4

A is stored 
P, the adder
with ). 

al signature 
transparent 

nformation 

A. 
cessor, it is 
. The basic 
operation is 
mprove the 
complex of 

dividing the 
ations. 

a different 
uction. The 
rdware im-
bers, inclu-  

module P 
ree types of 

used. Then 
adders. The 
d, but with 
es numbers 
ementation 

ights of the 
..., k-1) are 
mmation is 
А	݉݀	ܲ ൌ

a negative 

ry division, 
 right, it is 

st modular 
he value of 

mainder ri-1 
g the 2n-bit 

and tripled 
ared on the 
ns must be 
i = 4ri-1 –3p. 
ri-1+ +1 

and shifted 
r Add1 for 

     

              



ISSN 1991-

Value
comparato

If 4ri-

generated 
The C

of this circ
The C

is formed a
the output 

Table
modules p

Accor
RgA. 

With 
simultaneo

-3494             

es of 3p are 
or Com1, the 
-1< p, then a
at the output

Com2 compa
cuit, the sign
Com3 compa
and "0" is se
2 the signal 

e 1 shows the
p, 2p и 3p. 

rding to this

the ratios p
ously fed to t

                     

Fig

formed by i
codes 4ri-1 a

a "0" signal i
t of this circu
ares the value
al "1" is set. 

ares the code
et at the outpu
"1" is set. 

e executable

Table 1 – Ex

Ratios 

4ri-1< p 

p ≤ 4ri-1< 2p 

2p ≤ 4ri-1< 3p

3p ≤ 4ri-1 

s table, when

p ≤ 4ri-1< 2p
the inputs of

                      

gure 1 – High sp

inverting the
and p are com
is generated 
uit. 
e 4ri-1 with th
If 4ri-1 ≥ 2p,
s 4ri-1 and 3p
ut 2. In case,

e operations, 

xecutable opera

p 

n 4ri-1< p, th

p, a signal "1
f OR3 and AN

                    

 
149 

 
peed device for

 
e output bits 
mpared.  
at its output

he value of t
, output 1 is s
p. If 4ri-1< 3p
, 4ri-1 ≥ 3p, a

depending o

 
ations for differ

 

 
he value 4ri-1

1" is genera
ND8 gates, th

                      

r modular reduc

of Add1 on 

t. Conversely

the module 2
set to "0" an
p, then at the
at the output 

on the ratios 

ent ratios 4ri-1 w

Executable op

ri = 4r

ri = 4ri-1 +

ri = 4ri-1 +

ri = 4ri-1 +

1 with OR1 g

ted at the ou
he second in

                     

ction 

the block o

y, if 4ri-1 ≥ p

2p. If 4ri-1< 2
d at the outp

e output 1 of 
1 is formed b

of 4ri-1 with

with p, 2p, 3p 

perations 

ri-1 

+ +1 

+1 

+1 

gates is writ

utput of the 
nput of the AN

                      

of inverters I

p, then the si

2p, then at th
put 2 is signa

this circuit a
by the signal

h different va

tten without 

AND6 gates
ND8 gates a

  № 6. 2018 
 

 

Inv1. In the 

ignal "1" is 

he output 1 
l "1".  
a "1" signal 
l "0" and at 

alues of the 

changes to 

s, which is 
are supplied 



Вестник Н
 

with bits 

left inputs 
the lowest

the block o
When

AND7 gate
inputs of A

to the righ
and the op

transmitted
With 

the OR3 g
bits of the 

block of O
code 4ri-1 

operation t
The h
With 

AND4 gate
the value 
Com1 and
compleme

of AND8 g

inputs of A

is fed to th
Also, 

cycles K =
signal, the
one-input 
permits the
input of th
four. At th
mation in 
the block o

Furth
"1" is gen
Com3. Ac
resulting p
in the high
CP2, whic
forming th
state by on
Com1. In t
order bit p

After 
generated,
to the outp
the highes
RgA, on th
gates to th

Национальной

. Output A

Add2, the co
t order bit po

of OR1 gates
n conditions 
es, which is f
AND9 are fed

ht inputs of th
peration ri = 4

d to the high
the ratios 4r
ate and to th
module p m

OR2 gates ar
are fed. In 

through the b
high speed m
the signal "S
es, respectiv
of the true r

d shifted to th
entary output

gates and to 

AND10 gates

he right input
with the si

= n/2 is rece
e delayed on 

of the flip-f
e passage of 

he shift regis
he same time
RgA CP1 is 
of the AND5
er, dependin

nerated either
cording to th

partial remain
hest order bit
ch passes thr
he value 4ri.
ne. The valu
the adder Ad

positions of th
the n/2th clo
 which is fed
put of the AN
t order n-bit 
he signal "E

he output. 

й академии на
 

AND8 gates a

odes of the v
osition of thi

s is transmitt
4ri-1 ≥ 2p an
fed to the inp
d the bits of m

he Add2, and
4ri-1 + +1

hest order bit 
ri-1 ≥ 3p from
he control inp
multiplied by 

re transmitted
this case, th

block of OR1
modular reduc

Start", the re
ely, are rece
representatio
he left by on
ts of RgP, a o

the left inpu

s. The value 

ts of the com
gnal "Start"

eived in the 
delay line D

flop T. Flip-
f the first cloc
ster RgA and 
e, the value o
delayed on D
 gates is tran

ng on the rati
r at the outp
he generated 
nder ri by th
t positions of
rough the blo
 Simultaneo

ue 4ri from t
dd2 the interm
he register R

ock pulse arr
d to the zero
ND1 gate. T
positions of

End of Opera

аук Республи

are fed to the

value 4ri-1 are
is adder, the 

ted to the hig
nd 4ri-1< 3p 
put of the OR
module .

d the code "+
 is performe

positions of 
m output 2 of 
puts of the AN

three 

d to the righ
he operation 

1 gates is wr
ction device 
educible num
eived in the r
on of the mo
ne bit (2p) is
ones' comple

uts of the add

 is invert

mparator Com
" through the
subtracting c

DL1 for the t
-flop is set 
ck pulse CP1
shifts it two

of the counte
DL2. After t

nsferred to th
io of the 4ri-

put of the AN
signal "1", t

he block OR1
f the register 
ock of AND

ously, CP2 a
the outputs o
mediate rem

RgA. 
rives in the C
o-input of the
The last clock
f the register 
ation", which

ки Казахста

   
150  

e right input

e fed, and thr
operation ri 

ghest order bi
are satisfied

R3 gate and t
. Output AND

+1" is suppl
ed in the adde

f the register 
the compara
ND10 gates.
from the out

ht inputs of t
4ri-1 + +

ritten to the h
works as fol

mber A and th
registers RgA
odule p is tra
s fed to the r
ement modul

der Add1. Th

ted by the inv

m3. 
e block of A
counter of th
time of recor
of to the on
1 to the outpu
o bit position
er decreases b
this, the shift
he left inputs 

1 code and th
ND6 or AND
the calculatio
1 gates is tra
RgA. At this

D1 gate and s
arrives at the
of the AND5

mainder ri+1 is

CCP, a zero 
e flip-flop T 
k pulse calcu
RgA, which

h was delay

н 

ts of the add

rough OR3 th
= 4ri-1 + +

it positions o
d, a signal "1
the block of 
D9 gates thro

lied to the in
er. The resul

RgA. 
ator Com3, a 
 At the data 
tputs of the a

the Add2, to 
1 is perform

highest order
lows. 
he module P
A and RgP. F
ansferred to 
right inputs 
le , which i

he value 

verters block

AND2 gates 
he clock pul
rding inform
ne condition
ut of the AND
ns to the left
by one by th
ted by two b
of the adder
he values of 
D7 gates, or
on ri is perfo
ansmitted to 
s point, the c
shifts RgA an
e subtracting
5 gates goes 
s calculated, 

code is set a
and blocks 

ulates the las
h is the result
ed on DL3, 

der Add2 via 

he signal "+
+1 is perform

of the registe
1" is generat
the AND9 ga

ough the bloc

nput of the lo
lt through the

signal "1" is
inputs of AN
adder Add1. 

the left inpu
med in the ad

r bit positions

P by means o
From the true

the right inp
of the comp
is fed to the d

from output

k Inv1, formi

the binary c
lses (CCP). I
ation in RgA
. The one c

ND1 gate. Fur
, increasing 
he pulse CP1
bit positions c
r Add2, Com3
f the modules
r at the outpu
ormed with re

the register 
circuit receiv
nother two b

g input of th
to the input
which is tra

and the signa
the passage 
st remainder 
t of the calcu
is output by

the OR2 ga

1" is fed to t
med. The resu

er RgA. 
ted at the ou
ates. At the s
ck of OR2 ga

owest order b
e block of O

s applied to t
ND10 gates a

Codes 3  t

uts of this ad
dder. The re

s of the regis

of the blocks 
e outputs of t
puts of the c
arator Com2
data inputs o

t Add1 is fed

ing the value

code of the 
In addition, 

A and RgP, is
ondition of 

rther, CP1 ar
the contents

1. During shi
content of Rg
3, Com2, Co
s 3р, 2р and 
ut 2 of the c
eference to t
RgA, being m

ves a second c
bit positions 
he CCP and 
ts Add2, Co

ansmitted to 

al "End of op
of the next c

r rn/2, which i
ulation. The 
y the block t

ates. On the 

the input of 
ult through 

utput of the 
second data 
ates are fed 

bit position 
OR1 gates is 

the input of 
are fed with 
through the 

dder bits of 
esult of the 

ster RgA. 

AND3 and 
the register 
comparator 
2. From the 
of the block 

d to the left 

e 3p, which 

number of 
the "Start" 
s fed to the 
the trigger 

rrives at the 
 of RgA by 
ift of infor-
gA through 

om1. 
р, a signal 

comparator 
able 1. The 
memorized 
clock pulse 
to the left, 
reduces its 
m3, Com2, 
the highest 

peration" is 
clock pulse 
is stored in 
result from 
the AND11 



ISSN 1991-3494                                                                                                                                                № 6. 2018 
 

 
151 

Results. The presented device allows to accelerate the calculation by reducing the 2n-bit number A 
modulo P by two times. The number of cycles necessary to reducing any number A modulo P is defined as 
K = n/2, where n is bits of the module P. For this device, a certificate of authorship has been obtained [14]. 

Conclusion. When processing a large amount of data on the same algorithm, the most productive are 
the pipeline structures. When encrypting data, the modular reduction operation is performed for a large 
amount of different numbers. Therefore, to increase the speed, it is advisable to use pipeline structures. 
When pipelining, the whole process is divided into a sequence of completed steps. Each of the stages of 
the division procedure is computed at its stage pipeline, with all stages running in parallel. 

On the base of the modification of the above device, it is possible to construct a pipelined device for 
formation of the remainders by arbitrary module P of the number A. 
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ЖЫЛДАМДЫҒЫ ЖОҒАРЫ МОДУЛЬГЕ КЕЛТІРУ ҚҰРЫЛҒЫСЫ 

 
Аннотация. Криптожүйелерді аппартты жолмен іске асыру олардың жылдамдығын арттыруға мүм-

кіндік береді. Алайда асиммериялық криптоалгортмдердің төмен жылдамдығы олардың қолданылуын шек-
тейді. Көп қолданысқа ие асимметриялық криптоалгоритм RSA шифрлау алгоритмі болып табылады. 
Модульге келтіру операциялар ішіндегі RSA алгортмін іске асыруды баяулататын уақыт бойынша ең қиыны 
болып табылады. Қалдықты екі разрядқа солға жылжытатын бөлу əдісінің түрөзгерсі қолданылатын 
жылдамдығы жоғары модульге келтіру құрылғысының құрылмы ұсынылады. Бұл қалдық алуды екі есеге 
жылдамдатуға мүмкіндік береді.  

Түйін сөздер: аппаратты шифрлау, асимметриялық криптоалгоритмдер, модульге келтіру. 
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БЫСТРОДЕЙСТВУЮЩЕЕ УСТРОЙСТВО ДЛЯ ПРИВЕДЕНИЯ ЧИСЕЛ ПО МОДУЛЮ 
 
Аннотация. Аппаратная реализация криптосистем позволяет повысить их быстродействие. Но низкое 

быстродействием ассиметричных криптосистем ограничивает их применение. Самым используемым асим-
метричным криптоалгоритмом является алгоритм шифрования RSA. Приведение по модулю является кри-
тичной по времени операцией, замедляющей реализацию алгоритма RSA. Предлагается структура устрой-
ства быстрого приведения по модулю, в котором используется модифицированный метод деления со сдви-
гом остатков на два разряда влево. Это позволяет ускорить получение остатка в два раза. 

Ключевые слова: аппаратное шифрование, асимметричные криптоалгоритмы, приведение по модулю. 
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